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Procedure . This procedure outlines details of back up schedule
Authority :  Financial Adviser & Chief Accounts Officer
Responsibility :  Sr.Deputy Director

Purpose of Document
The purpose of this document is to provide the needed information regarding the backup
strategy that will be followed in eSail ERP project at V.0.Chidambaranar Port Trust.

System Backup
A system can become unusable because of various issues like hardware or software
failure, or both, storage problems, power interruptions, or application failures etc and each failure
scenario requires a different recovery action. Hence to protect data against the possibility of loss a
well-rehearsed recovery strategy is implemented.
Backup solution design
L & T Infotech proposes the managed backup service as a part of the managed hosting
service for eSail project’s requirement & using HP Data Protector A07.00 as managed
backup service.
A dedicated server service model at managed hosting setup infrastructure is
implemented, which consists of —
1. Dedicated HP Data Protector Server at VOCPT’s Data Centre
2. Dedicated Tape Library at VOCPT’s Data Centre
3. Dedicated Tape cartridges for backup.

The DLO Tape library, Data Protector Server, Blade Servers, Data base Servers and SAN Storage
are connected to the Fibre Channel network for enabling LAN Free (or SAN based backups) from the
servers as required.

The tape library is from HP i.e HP MSL2024 Dual LTO-5 300FC Library has LTO-5 Ultrium tape
drive with 24 slots for cartridges,

The detailed backup policy for the SAP database & other servers are attached below. As for the
backup retention policies for daily, weekly & monthly backups the same is attached in with details.
Daily Tape backup will be done for databases Servers. The online backups will be done only for SAP
databases.
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Guidelines followed for backup process

» Data in the Servers shall be backed up on reliable media - LTO 5

» All backup media shall be properly labeled for easy identification as

per Barcode Inventory of tapes.

Every installation shall have a documented backup, restoration and
testing procedure incorporating the above points.

The regular daily & Monthly backups are stored in the tape library.
All monthly backups shall be stored in a secure location in a fireproof
cabinet, away from the server room, where conditions of dust,
temperature and humidity are conducive to storage of the backup
tape.

Every backup tape shall have a retention period fixed after which it
shall be recycled for other use after effective erasure of data. Tape
inventory will be maintained as per Barcode of tape.

The SAP basis is overall responsible for implementing datacenter
backup policy. L&T duty manager shall delegate a member or team
to perform regular backups. The delegated person shall develop a
procedure for testing backups and test the ability to restore data
from backups on a monthly basis.
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Backup Cycles

Based on the business requirement, we have defined the 2 types of backup

a.Database backup
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b.File System backup

a.Database Backup Cycles:

HP Data Protector Online Backup Agent is installed on SAP Database Servers
and POS Server

DP License
DP License Installed Qty Server
Cell Manager 1 Vocbackup.vocport.gov.in
Windows/Linux Online Agent 1 VOCPOS2
Vocprdb101,vocpordb102,
Unix Online Agent 4 vocpredb101,vocqty101
SAN Drives 2
Below is the Backup schedule for Database Backup.
Environment Daily Monthly
Production Full Full
Quality Full (Fortnight) Full
Development Full (Fortnight) Full
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b.File System backup Cycles:

zApart from online Database backup, the Rest of the systems in VOCPT Landscape
are configured for file system Backup.

o Below is the schedule for File System Backup

Environment Daily Monthly
Non-Production Full (Fortnight) Full
Email Full Full
GIS Full Full
POS Full Full

Backup’sverification process

Logged information generated from each backup job will be reviewed for The
following purposes:
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1) To check for and correct errors.
2) To monitor the duration of the backup job.
3) To optimize backup performance where possible.

e Service desk backup team will identify problems and take corrective action to reduce
any risks associated with failed backups.

e In case of backup failure, the backup team will reschedule the backup. If the backup
fails consecutively, the backup team needs to inform the backup owner and log
service desk incident to investigate the reason for failure.

e To measure the effectiveness of backup control, a month report for backup failure
rate shall be sent to L&T Infotech SI manager.
Service desk backup team will maintain records demonstrating the communication send
to data owner about backup failure to demonstrate compliance with this policy for auditing
purposes.
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Data Recovery procedure

Backup Restoration requests in the event of deletion or corruption of information,
requests for restoration of information will be made to L&T Infotech through Solution Manager
Request.

The backup restoration form shall include information about the data creation date, the
name of the file, the last time it was changed, and the date and time it was deleted or destroyed.
Backup and Restore procedure template will be filled by L & T Infotech SAP basis & approved by
VOCPT.

Step by Step Procedure to take Backup

e Offline client Integration.
e Backup device configuration.




INTEGRATED MANAGEMENT SYSTEM

V.0.CHIDAMBARANAR PORT TRUST

EDP CENTRE
DEPARTMENTAL MANUAL (QEDP)

HAND BOOK NO. QEDP002

Management of BACK UP of Data

V.0.CHIDAMBARANAR PORT TRUST
EDP CENTRE
DEPARTMENTAL MANUAL (QEDP)
HAND BOOK NO. QEDP002

Management of BACK UP of Data

Data Protector GUI

po Data Protector Cell - HP Data Protector Manager _ O] %]
Menu Bar —»Eile Edit View Actions Help
Context List ——pmm|[Ciens 2 o= s = A
(=47 Data Protector Cell Name ~ esciption
@ Clients @ Clients Sets up clients in the current cell.
-] Installation Servers [:_z'] Installation Servers |Adds and removes Installation Servers.
] @ MS Clusters [@MS Clusters Configures clusters in the current cell,
Tool Bar
Scoping Pane Results Area
Results Tab v
Navigation Tab B | [ Dbieclsl i 4 b ] DataProtector Cell <5 |

Status Bar —jg- i 7
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Steps to Add Clients in Data Protector:( Sample Snapshots used)
Prerequisite: Before the clients are to be added, the following conditions should be met.
1.The machine to be configured should be in the same domain/workgroup as the Cell Manager.
2. The machine OS should satisfy Data Protector Support Matrix.

3. The machine should have the service packs and patches up to date.

4. The machine’s hostname should be unique & resolvable.
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Steps to be followed:

1. In Scope select “Client”
2. Right click and select “Add Client”
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3. Select the Installation Server and the platform from the list as shown below.
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4. Add the Client Hostname and click next to Continue

10 Add Lhient Syatenis - 11 Data Fiotactol Manager®
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Management of BACK UP of Data

5. Select the required Agents to be installed on the client.
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6. Authenticate with the Clients root username & password.

This step will add the client to the Data Protector Cell.

Client Installation on Unix/Linux Locally
» Copy HP Ux version for DP media to the target machine.
» Unzip the Media

bash-73. 004

bash-3.z0%

bash-3.00& cd TIGAS-15001-717
bash-3.30% =

DOCS 1IMSW_Integratiors LIZCNSC _OZAL_INSTALL Rezdmz txT Her_suap ApLE
bash-3.30# c¢d LICAL INSTALL,

bash-3.30# .5

omnisetup.ch omrisetus sq sig  rezadme. txt

bash-3.30% L\
bash-3.z08  sumiszup.sh | *

» Login as root
» Run omnisetup.sh script which located in /TD586-15001-01/LOCAL-INSTALL/
» Type Yes for the installation of Disk Agent and Media Agent.
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CONFIGURING MEDIA
» Stepsto scan a media
> Right click on the media and select scan option
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Steps to format a media

1) Right click on media and select format option (Before format you have to ensure
that media is scanned) Then follow as on the below snaps.




INTEGRATED MANAGEMENT SYSTEM

M Sluls - HE Dalda Pruteclur Mandyer

| b B Ve Avtaae H

Jle\'iuw&MuLia =] J‘ﬂ@‘{ﬂi'ﬂ e 2 8 [ H\_-.i G- G- e s S|
ErE L roTmiers sl i) [ vy [ i [ Fuer il Lre e i vttt 5 gty [ mv [ ra
(o (98] A alnaed Oper dlins Sy 12004 [HPILEE 52 AUTOLIY, backup! ... Daka Moccer Perman. . 200223 C... NOIR|
ol (;m Devit e Po linine. My G@aud [HFitaz UICLo bacbupi 0 Ldd Froselur Periidin, SULEZY L NELM
(m] w P vitn s -3 |HP:LE AUTOLIY, backup: 3| Erphy
I SEY ;’_ﬁun:ma <2 ANTNINA hackip 74 - [HFiLAE G AUICLA Dachup: =] By - - -
3 ’I: nebatics Mathke & [HP: AUTOLIY, backupr 51 Erpry
@) Crives =) - [HFiLAE G AUIQLOR Dechup 0] By - - =
=14 Llots: =7 [Hn: 2 AUTOLI™, backup: 71 Empty
] 7 - [HPi LAz GE AUICLOA Dechupi 8] Enply - - -

Yo R Troort
B usvicest poe
;J‘f‘:‘%i;“;'d“d A At .,
[ i
- it Coldv g1 4Fin .
Qe
Yrxily. ..
Craze
g kacycle
Togul Calding. .
Lelats Nur Lsl
Sda | Phin, .
reapcetes o AF Friey
| | |
Py e m
i) Chiec:s I n oo o o | Scan Media | Clcts
Initialize seleczed medum (madia). .. Tl (& badkug

Jrstart| | G, Mmoo [ st - e vatavrote. |2 ey e A

V.0.CHIDAMBARANAR PORT TRUST
EDP CENTRE
DEPARTMENTAL MANUAL (QEDP)

HAND BOOK NO. QEDP002

Management of BACK UP of Data

» Select the media pool. Click NEXT
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> Click Next
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Management of BACK UP of Data

» Check force operation and Click finish.
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» Steps to add a media pool

e Right click on POOLS Select Add Media pool option Then follow as on the below snaps
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» Give pool name -->NEXT
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» Click FINISH
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Configuring File system Backup(Sample Snapshots used)

1. From context menu select backup->Backup specification->right click->add backup
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2. Select a template and click ok to continue.
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Lreate New Backup X

M Select a template to apply to the new backup. Use the Blank template to create a specification with no default
~=| zcttings.

Filezyatem l
MName |_Group | ;
- option:
Blank Filesystem Rackun  Default ARDiY optons
Naily_Intensive Nefault ¥ Destination
m Fnd_l Iser_drrhive Nefault — Options
Manthly_Full Nefault backs up a small number of the most | sification
NT_NNM_template Nefault important files three times a day. |Zzltlzzllg)
| Inix_NMNM_template Nefault ¥ Eilesysten
Weekly_Full Default [ (Foibe foeaalls
'2] Weekly_Full_Catalog_... Default )
[2] Weekly_Full_Log_Dire... Default ¥ Trecs
E::] Weekly_Ful_Over_WAN Default
¥ Schedule
Backup optionz
Rarkup type II nral nr netwnrk harkiop LI
IV | nad halanred
Sub type [ Iz
oK I Caricel Help l
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3. Now select the client and file system you want to take backup.
4. Click next to continue.
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5. Select the destination drive.
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6. Select the drive and go to properties tab to select the media pool.
7. Click ok to continue.
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Device Properties [HP:Ultrium 4-5C51_1]

General |

ﬁSpecify optiong for the currently selected device or drive uzed for backup.

[T CRC check FRo
E] I vI
adtal s 4 [™ Dirive-based encrpption
— Media poal

— Prealloc lizt

Sdd | [elete |

— bultiFath
[T Usze prefered MuliPath host hibine ;I

k. LCancel Help
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8. On the next screen configure the backup specification options
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Description I
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Protection: Permanent LI Advanced... I

i~ Disk Image Option:
Select the default protection period for all backed up disk images.

Protection: Peimanent
2
< Back I Next> | Firitsh | Cancel |
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9. Now schedule the backup
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10. Next screen shows the review summary of the configured backup .
11. click next to continue
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12. Now save the back up
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Prerequisite:

Steps to perform Oracle Backup
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The Database Username and Password should be available while configuring the integration.
The Oracle Integration component must be installed using Data Protector.
Oracle database should be running in archive log mode.

RMAN utility should be configured & running in the oracle database independent of the
data.

Protector:
«» On Windows, if the Oracle target database and the Oracle recovery catalog are installed on
two
different systems, the Data Protector Inet service account on the system with the Oracle target
database installed must be configured as a domain account that is a member of the
Administrators
group on both systems.

7

< The PATH where oracle is installed to be noted.

7

¢+ Oracle must be online during configuration.

«»+ Configuration must be performed for every Oracle instance separately
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Steps to be followed to add a new backup template:

1. Inthe Context List, click Backup.
2. Inthe Scoping Pane, expand Backup Specifications, right-click Oracle Server and Add Backup
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3. In the Create New Dialog Box, select the Blank Oracle Backup template.
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4. In the Client, select the Server
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5. In Application Database, select the name of Oracle Instance. Enter the username and the group of

the user who has operating system rights on the database. Click on Next.
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5. In Application Database, select the name of Oracle Instance. Enter the username and the group of

the user who has operating system rights on the database. Click on Next.
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6. Once the configuration is completed, select what is to be backed up.
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7. In the Configure Oracle dialog box, specify the Oracle Home Directory Path where Oracle 1
installed.

Lonhgure Uracle

Coracklprodictt102 0\ |
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8. In the next tab under Primary in Configure Oracle dialog box, specify the Oracle credentials for the user

who has sysdba privileges

Configure Oracle X

Generdl Fimay | Catdog | Stancty |

- Oracle login information to primary database
Usemame system
Puswod [
Services NETSERVICET, NETSERVICEZ
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9. Select the destination drives to take backup.
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10. Under the drive, click on Properties. Select the specific media pool on which the backup has to be

performed. Enable the multi-path host option and select the corresponding client system from where the

backup will be performed
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11. Schedule the backup
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12. Save the backup specification

m0 Backup - Newh - HP Data Protector Manager

| Ble Bdt Wew Acons Help

| 2| B0 Eiw=E 7 |
B [ Backp S ; !
= ﬂﬂatl—.p specfications Peform finishing steps in your back uptemplate design
1+ i} Filesystam
[¥ {5 Crade Server
[#-[F Templates = Save as...
!:'lrﬂ Save the nawly craaled backupdterplate.

Start Interactive Backup...
Begn an mteractive backep with the current backup spechcation,

Start Interactive Preview...

|
Ey Begn an inberactive preview [test] of backup with the cunert backup speciication. This aphan is available
— only for flezpetem. Dracke, M5 Exchange Single Malbox, Sybase, Infame, [BM DB2, Lotuz Mabes/Damine,
SAP and SAPDE backup. Praview = not supperted for ZDB and drect backup.

INSTRUCTIONS FOR STARTING AND STOPPING DATA PROTECTOR SERVICES|
In command mode
C:\Program Files\Omniback\bin
1) For checking DP status, omnisy status

2) For starting DP service, omnisy start
3) For stopping DP service. omnisvy stop




